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i i Step Description
CONCEPT ANALYSIS o Identify actor(s), controller(s). and controlled
1. Identify Model - - : -
Elements process(es) for the SOI at the desired level of
abstraction.

Concept Analysis .
sStep Description

Capture the mission statement and key activities Concept Analysis

Pur Determine Initial Security Determine “Design-To” “Build-To” 1 Define the Sol’s of the system: | Purpose/Goal - : 2. Identll'j'E-ac-hql Capture the description and actions planned to be
Requirements Constraints and Restraints Criteria purpose and goal i : - Unacceptable Losses Initial Security e taken for the model elements identified.

2) By Means of: (How)
3) In Order to: (Why) Provide a visual functional-level depiction of the
Define high level, intolerable system outcomes Sol. Depicts the model elements and control
to key stakeholders (e g, loss of life, injury, relationships between them.
damage to equipment, reputation, mission, etc.). : 4. Identify Control = Captures (in verb form) the actions necessary for
Refine and Iterate Actions (CA) each element to execute their responsibilities.
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2. Identify unacceptable
losses

Identify system states that when coupled with
3. Identify hazards worst case conditions lead to an unacceptable 5. Complete the
loss. Architecture Analysis Control Action
Develop mission-informed security constraints Model Elements Analysis Table
that prevent the system from entering hazardous Responsibilities
states. These constraints are synonymous with
early safety, security, and resiliency functional
requirements.

This table systematically enumerates which
hazards are caused by each CA identified in step 4.

4. Develop system
security constraints

Feature Definition Technical Cybersecurity

Functional Control Structure Security
Control Actions Constraints

and Restraints

Initiation of Cybersecurity
Lifecyle
Initial Cybersecurity Concept
Cybersecurity Goals

Concept
Verification/Validation of
Cybersecurity Goals

Refined Cybersecurity Refine and lterate
Assessment Increa sing 1. Develop Process Describes the decision logic (“in plain English™)

Threat Analysis and Risk
Assessment
Functional Cybersecurity Concept

Level of Model Descriptions for executing a given CA.
Detail Design Analysis ]:13&&11121 f;:;;:gs Process Model Variables are measurable
indicators of the conditions that trigger a CA.

(PMV)
. Process Model Variables (PMVs) Security

PMV Values Specifications
: PMV Feedback
Causal Scenarios [Provide V&YV of Process]

PMV values are all the possible values a PMV
can be assigned both acceptable and hazardous.
4. Identify PMV Identifies which sensors provide PMV values to
Feedback the actors and controller for decision making.

3. Identify PMV Values

Brainstorm how a specific implementation of the
5. Carry out Causal system may be compromised. Identifies critical
Scenarios CAs and validates the thoroughness of the
model, CAs, and constraints.
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