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Overview:
• Based System Theoretic Process Analysis
• Consider Complexity of Interactions 
• Model System of Interest using control 

structure
• Treat Security as Functional Requirement to 

Allow trade offs from Conceptual Design

Difference from Traditional Methods:
• Shift From ‘Bolt On’ to ‘Baked In’ Security
• Method is Threat Agnostic
• Allows for security against undefined 

future threats
• Requirements generated address both 

Safety and Security
• Maps to existing SSE Processes

Key Tenets:
• “Function Begets Form”
• Treat safety (and security) as  emergent, system-level properties

• Leverage Systems Theory to provide  alternative (more powerful)
explanation  for losses in complex, software  intensive systems

• Losses involve a complex, dynamic
“process”
-- Not simply chains of failure events
-- Arise in interactions among humans, machines and the environment

“Many systems fail because their 
designers  protect the wrong things, 
or protect the right  things in the 
wrong way” 
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